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1. Open TCP-IP-WEB and login 
 

1.1. Open TCP-IP-WEB 
 

From local TCP/IP/WEB/03 computer, press the program icon to start the application. 
 

1.2. Login screen 

Type the user name and password and press the  button. 

If the user name and password are correct, you will be automatically redirected to the 

TCP-IP-WEB main display. 
 

Note: The user names and passwords are assigned by the TCP-IP-WEB administrator. 

 

Select the "Save password" check box if you prefer not to type your password each time 

you login to the system. 

Mote: "admin" password cannot be saved. 

 

 

Use the   button to change the picture of the login screen.  

 

Recommended image dimensions are 500X800 pixels, JPEG or GIF formats. 
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2. Main display 
 

2.1. Main display window 

 

Floor Diagram view 

 

The Floor Diagram view shows the units in the selected floor, over the floor diagram 

layout. 

Select the floor using the drop down list at the top bar  
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2.1.1. Units display on floor diagram layout 

The units display is different for thermostats and input/output cards, and may contain 

different icons based on unit functionality. 

Example: 

 

 

  

 

 

The background of the header indicated unit's status:  

 
 Regular unit ON 

 
 Regular unit OFF 

 
  I/O card 

 
Communication fault (the unit with RED X's replacing the properties icons)  
High and Low temperature alarms 

 

2.1.2. Change unit's properties from the main display 

The most commonly used parameters of the units can be changed directly from the 

main display, using the properties bar on the left. 

 

 

On Floor Diagram layout, select individual units (one or more) by ticking the check 

box on units'. 

 

 

Room number Select the room

Lights (  ON /  OFF

Room temperature Occupancy sensor (PIR) status  

(  Occupied /  Unoccupied) 
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The Check All / Check Group and the Uncheck buttons on both Floor Diagram and 

Table Display layouts can also be used for selecting units. 

 

 

Note: While on Floor Diagram layout, only units from the actual displayed floor can be 

selected. 

The Check All button will select all units on the displayed floor. 

The Check Group button can be used to select groups of units, predefined on the 

Setting window. 

 

 

2.1.3. Detailed unit display 

On the Floor Diagram layout, move the mouse cursor above a unit to open  a tooltip 

displaying common properties of the unit. 

 

Switch to detailed unit display, by pressing the header of the unit. 

 

The Detailed unit display shows animated graphical interface of the unit. 

Parameters are viewed on the Current Value panel, and can be changed through the 

Settings panel at the bottom of the display. 
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2.1.4. Full object list display 

Press the  button to view the full object list of the device. 

 

 

Using the full object list display, view parameters and change the writable parameters.  

 

Note: After writing new values and pressing the "submit" button, press the "refresh" 

button to view the new values. 

 



  TCP-IP-WEB – Operating Manual | Rev. 1 | March, 2013 | Pg. 8

2.1.5. Detailed input/output display 

On the Floor Diagram layout, switch to detailed I/O card display, by pressing the 

header of the unit. 

 

Use the I/O card detailed display to view the status of the digital and analog inputs and 

to change the status of the digital and analog outputs. 

 

Press the  button in order to enable defining the names of the inputs and 

outputs for better and convenient presentation. 

 

The panels shown on display may differ due to different types of Input / Output cards. 
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3. Settings 
 

3.1. Settings window 

 Press the  button to open the Settings window. 

 

 

3.1.1. Units Settings  

The Floor Settings panel shows all units found by the scanner. 

For each unit on the list, press the [Edit] button, fill in the Room Name and select 

Group Name from the list of groups, defined in the Group Settings panel (optional). 

Press the  button to apply changes. 

The Room Name will appear on the header of the units' icons on the main display. 

 

Exclude units from being scanned 

Each of the units listed, can be temporarily excluded from the list by pressing the 

 button. 

Excluded units will not be scanned repeatedly. 

Use the Exclude function to reduce the run time of the scanner while debugging the 

system or when a unit is connected but not in use.  

Units which were excluded from the list will appear in the Unit not scanned drop 

down list at the bottom of the panel.  

Select a unit and press the  button to re-include it among the scanned units. 
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Remove disconnected units from the list 

Press the  button to remove units from the list. 

Use the delete function to remove units which were physically disconnected from the 

network, or where there was a change in the MAC Address, Port or Adapter. 

Unit which was mistakenly removed from the list will reappear only after running the 

"full scan" procedure, which can be generated from "Table display" screen. 

 

Units' Alarms settings 

For every unit on the list, press the [Alarm] button to change its alarm settings. 

Press the [Add new record] to define new alarm configuration to the selected unit. 

The "Alarm Name" should be specific to the selected unit and will appear on the on-

screen, email and sms alerts. 

 

Select an existing alarm event from the list on the bottom of the screen and press 

[Edit] to modify its settings. 

For analog values, adjust the maximum and minimum values that will trigger the 

alarm. For digital values (0 or 1) Set "0" as maximum value in order to trigger the 

alarm when the value changes to "1". 

 

 

Important: When finished modifying the alarms, press the [Reload alarms] button. 
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3.1.2. Group Settings  

Create unit groups to simplify the selection of units in the main display, weekly 

program and special events. Instead of choosing units one by one, create groups of 

units and handle them together. 

 

Add new groups 

 Fill in the name for the new group 

 Select unique color for the group 

 Press the  button to add the new group to the group list.  

 

Remove groups 

 Press the  button to remove group from the list. 

 

3.1.3. Adapters Settings  

All TCP/IP adapters' names should be listed, in order to allow the scanner to scan 

units connected to these adapters. The names of the TCP/IP adapters are labeled on 

their cases.   

Adapters on the list can be deleted (if not in use or changed) or temporarily disabled. 

 

3.1.4. Floors Settings  

The floors settings procedure allows adding and editing floor layouts, and placing 

devices dynamically on the floors picture using drag and drop method. 

Press the  button to enter floors settings window. 
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Adding new floor 

Fill in the floor name and press the  button. 

The floor will be added to the list of floors. 

 

Updating floor name 

Fill in the floor name and press the  button. 

The floor name will be updated. 

 

Uploading and changing floor image 

Select floor from the list of floors. 

Press the  button and select floor picture. 

 

Sorting floors 

Use the  buttons in the floor list to move the floor to an higher or lower place in 

the list of floors. 

 

Adding and Placing devices over the floor layout 

Select the floor from the list and press the  button to add device to the 

selected floor. 

A new device icon will appear on top left of the floor layout.  

 

Using the left mouse button press on the new device header and drag it to its place 

over the floor layout. 

 

Editing device properties 

Press the  button to link the device icon to an existing device in the network. 

 

Press the  button to remove the device. 
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4. Weekly program 
 

4.1. Weekly program window 

 Press the  button to open the weekly program window. 

 

The system allows creating 4 different types of programs: 

 

Standard weekly program for regular devices 

The program allows modifying the system mode, fan speed and set point temperature of selected 

devices, at particular time periods during the day, and will automatically repeat every week. 

The program also contains the option to add Energy saving scenario, which allows turning off the 

devices, starting at particular time and in a preset cycle and can be used to turn off all the devices 

at the end of the working day.  

 

Special weekly program for regular devices (special event) 

The special weekly unlike the standard weekly program, allows modifying the system mode, fan 

speed and set point temperature of selected devices, at particular date, without the weekly cycle, 

and is suitable for unusual dates such as holidays, when the standard weekly program should be 

disabled. 

 

Standard weekly program for I/O cards 

The program allows modifying the status of up to 8 digital outputs and two analog outputs, at 

particular time periods during the day, and will automatically repeat every week. 

 

Special weekly program for I/O cards 

The same as the special weekly program for regular devices, the Special weekly program for I/O 

cards allows setting the status of the digital and analog outputs at particular date, without the 

weekly cycle. 
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4.2. Standard weekly program for regular devices 

4.2.1. Adding new standard weekly program for regular devices 

 At the bottom of the Units selection panel, fill in the name for the new weekly program.  

 On the list of devices, check the devices that belong to the new weekly program and press the 

 button. The weekly program editing window will open. 

 On the calendar, drag and right click the left mouse button to define the requested time period. For 

the selected period, set the desired set point, mode and fan speed and press the   

button to add the event to the calendar. 

 Optionally, set the Energy saving program which turns devices off at the end of a working day, by 

selecting days, start time, stop time and time interval. 

 When completed, press the  button to return to the main weekly programs screen. 

 

4.2.2. Adding/Removing devices from an existing weekly program 

 Select one of the existing weekly programs by pressing the  button – the selected program 

and the devices which belong to it will be highlighted. 

  Add or remove devices by checking or unchecking the desired lines and press the  button 

next to the selected weekly program. The weekly program editing window will open. 

 Press the  button to return to the main weekly programs screen. 

 

4.2.3. Editing an existing weekly program 

 Press the  button next to the program you wish to edit. The weekly program editing window will 

open. 

 Edit the program. 

 Press the  button to return to the main weekly programs screen. 

 

4.3. Special weekly program for regular devices (special event) 

The process of adding a new special weekly program, selecting devices and 

entering the editing program is similar to the standard weekly program. 

In the special event program editing window, select particular date on the 

calendar on the left and for that actual date define the program events.  

Note that unlike the standard weekly program events, these events will not 

repeat weekly.   
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5. History 
 

5.1. History window 

 

Types of reports 
 

There exist 5 types of reports: 

 Costs reports and graphs - Detailed reports for unit’s consumption over time. 

 History reports – Detailed reports showing all changes to the units. 

 Graphs – Visual printable graphs displaying the behavior of selected device parameters (i.e. On/Off 

status, Mode, Set point and Room temperature etc.). 

 

 Press the  button to open the history window. 

 

History table 

 Select one or more device from the list of devices on the left, parameters you wish to view and the 

range of dates and press the "View history" button. 

 The history table can be sorted by clicking on the column headings. 

 Use the export buttons to export the table to either PDF or Excel formats. 

 Press the "Back" button to return to main history window. 

 

System behavior graphs 

 In order to see a graph describing the behavior of one of the outputs, select one device and one 

parameter and press the "view graph" button. 

 Use the export buttons to export the table to either PDF or Excel formats. 

 Press the "Back" button to return to main history window. 
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6. Users and Permissions  
 

6.1. Permissions window 

 

Types of permissions 
 

There exist 3 types of permissions: 

 Administrator – permitted to view/change any parameter of any unit in the system and to add/remove 

users and grant permissions. 

 Manager – permitted to view/change any parameter of selected units in the system but cannot add 

users or grant permissions to other users. 

 End user – permitted only to view/change the parameters of selected units.  

  

  

 

Add new user 

Press the [New User] button to open the new user fields for editing. 

Fill in the user name and details. 

The E-mail and Mobile phone will be used for alarm notifications. 

When finished, press the [Add] button. 

 

Define units for user 

All units are automatically assigned for "Administrators" and "Managers". 

For "Users", on the top left pane select the row of one of the users.  

From the right pane, check the units to be seen by the selected user. 
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7. Alarms  
 

Alarms are set pre unit through the settings window. 

When alarms are triggered, all the users with E-mail and/or Phone number defined on permissions window will 

receive a message.  

 

The Alarms popup screen will appear on display with detailed information about active alarms. 

Check the [Acknowledge] checkbox to discard the alarm – this alarm will appear on the alarms history table. 

When the alarms screen is closed, and not all the alarms are acknowledged, a red alarm indication  will 

appear on the main screen. 
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